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2 SUMMARY 
This policy outlines the principles of the Data Protection Act 2018 (DPA) and the EU General 
Data Protection Regulation (GDPR) and identifies how Suffolk Libraries will comply with the 

Act. 

 
Designated personnel and responsibilities are identified. 

 

Specific details on how personal information will be processed are covered, including: 

 

• Recording what personal information is processed; 

• Providing adequate security for personal information; 

• Identifying sensitive and high-risk personal information; 

• Sharing personal information; 

• Monitoring; 

• Disposing of personal information. 

Procedures on accessing and disclosing personal information to individuals and third parties 

are included. 

The obligations on Suffolk Libraries, individual members of staff, volunteers and the 

members of the Board are explained. 
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3 THE POLICY  

3.1 SCOPE 
The purpose of this Data Protection Policy is to ensure that Suffolk Libraries and people 

working on its behalf (the staff, including employees, temporary staff, volunteers, contractors, 

consultants, partners and Directors) are aware of their obligations under the Data Protection 

Act 2018 (DPA) to protect personal information and comply fully with that Act.  

 

Suffolk Libraries controls and processes 5 main classes of personal data 

• The Borrower Data Base 

• Staff/HR Records 

• Volunteer information 

• CCTV footage 

• Electronic mailing lists 

Suffolk Libraries also processes payment card details. 

 

This Policy covers all personal data both in electronic and paper formats. 

 

The policy will be communicated to all staff in a digested form by means of a responsibilities 

sheet which they must read and sign. They will then be expected to understand and abide by 

it. (Appendix 1) 

3.2 DATA PROTECTION PRINCIPLES  
The Suffolk Libraries and its staff have a duty to comply with the six principles established by 

legislation, as summarized below. 

 

Personal information should be: 

• Processed in a lawful, fair and transparent way; 

•        Collected for specified, explicit and legitimate purposes; 

• Adequate, relevant and not excessive; 

• Accurate and kept up to date; 

• Not kept for any longer than is necessary; 

• Processed in a secure manner; 

3.3 HOW SUFFOLK LIBRARIES WILL ABIDE BY THE LEGISLATION 
Suffolk Libraries is registered with the Information Commissioner’s Office as a data controller 

and will comply fully with the Act. All staff with access to personal data will abide by the 

principles of the Act, will comply with this policy and will accept personal responsibility for 

any personal data that they are handling on behalf of Suffolk Libraries. 
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Suffolk Libraries is responsible for compliance with the Act and will endeavor to demonstrate 

how it complies. 

 

Suffolk Libraries will adhere to the Information Commissioner’s Office (ICO) guidance for the 

handling of personal data. 

 

In particular Suffolk Libraries will: 

• Process personal information only where it is strictly necessary for legitimate library 

purposes. 

• Collect only the minimum personal information required for those purposes.  It will 

not process excessive personal information. 

• Provide clear information to individuals about how their personal information will be 

used and by whom. 

• Only process relevant and adequate personal information. 

• Process personal information fairly and lawfully. 

• Maintain an inventory of the categories of personal information processed by Suffolk 

Libraries. 

• Keep personal information accurate and, where necessary, up to date. 

• Retain personal information only for as long as is necessary for legal or regulatory 

reasons or legitimate library purposes. 

• Respect individuals’ rights in relation to their personal information, including their 

rights of subject access. 

• Keep all personal information, in whatever format, secure. 

• Ensure the principle of data protection by design is followed when establishing new 

systems and conduct Data Protection Impact Assessments if required. 

• Only transfer personal information outside the EEA in circumstances where it can be 

adequately protected. 

• Only apply the exemptions applicable under information legislation. 

• Develop and implement a management system so that: 

o A regular review and audit is made of the way personal information is held, 

managed and used; 

o Methods of handling personal information are regularly assessed and 

evaluated; 

o Performance with handling personal information is regularly assessed and 

evaluated. 

• Identify any internal and external stakeholders and the degree to which they are 

involved in the governance of Suffolk Libraries’ data handling. 

• Identify staff with specific responsibility and accountability for data protection. 

• Set out clear procedures for responding to requests for information. 
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• Acknowledge, investigate and fully respond to all complaints relating to a request for 

information according to the complaints process. 

3.4 DESIGNATED OFFICERS AND RESPONSIBILITY FOR DATA PROTECTION 
 

Suffolk Libraries is not required to appoint a data protection officer because the scale and 

nature of its processing.  The Compliance Manager fulfills these functions. 

 

The Compliance Manager 

Is the responsible officer for data protection and is accountable to the CEO and the Board of 

Suffolk Libraries for ensuring that Suffolk Libraries is fully compliant with the DPA. 

Has overall responsibility for: 

 

• Developing and maintaining an overall data management policy and procedures for 

Suffolk Libraries. 

• Advising on personal information security and risk management. 

• Compliance with this policy. 

• Approval of procedures where personal information is processed such as: 

o The management and communication of privacy notices; 

o Handling of requests from individuals; 

o the collection and handling of personal information; 

o Complaints handling; 

o Management of personal information security incidents; and 

o Outsourcing and offshoring of personal information processing, as necessary. 

• Provision of expert advice and guidance on data protection matters. 

• Interpretation and application of exemptions applicable to the processing of personal 

information and authorising data release when appropriate. 

• Provision of advice in relation to data sharing projects. 

• Accessing and sharing legislative updates and appropriate guidance related to the 

DPA. 

• Completing, submitting and managing notifications to the Information 

Commissioner’s Office. 

• Implementing, as appropriate, any data protection practices outlined in any 

mandatory or advisory codes which apply to Suffolk Libraries. 

• Conduct Data Protection Impact Assessments (DPIA) when necessary. 

• Demonstrate compliance with the Act. 

 

 

IT Manager  

Is responsible for electronic security and advising the Compliance Manager and Board on 

technological aspects of data security. They will oversee the data protection elements of the 
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library management system, currently Spydus, including ensuring regular data cleansing is 

undertaken They will also highlight any data protection issues found to the Compliance 

Manager and assist in undertaking any DPIAs. 

 

Head of Finance 

Is responsible for the security of the payment card system. 

 

HR Team Leader 

Will manage the HR database, staff recruitment and the ITrent contract, to ensure compliance 

with the legislation. In consultation with the Compliance Manager.  

 

Volunteer Engagement Manager 

Is responsible for the volunteer database, currently Volgistics, ensuring compliance with the 

relevant legislation. 

 

Staff and Volunteers 

All staff have an individual responsibility to ensure that they comply fully with the DPA.  It is a 

criminal offence, to knowingly or recklessly obtain or disclose personal data.  Staff should not 

process or disclose any personal data unless they are sure that they are authorized to do so.  

Staff failing to comply with this policy could be subject to action under the Suffolk Libraries’ 

disciplinary procedure. 

To ensure staff understand their responsibilities they are required to read and sign a short 

document outlining their duties along with some practical examples of potential pitfalls. [See 

Appendix 1]  

 

Board Members 

When handling personal information on Suffolk Libraries’ business, Members must comply 

with this policy and be aware of their responsibilities as individuals under the DPA.  They 

should be mindful that it can be a criminal offence to process personal data in a manner 

which they know they are not authorised to do.  A breach of this policy by a Board Member is 

a potential breach of the Board Code of Conduct. 

3.5 DATA PROCESSING 
Suffolk Libraries processes two categories of personnel – staff and volunteer information, and 

the library user database. The former is owned and controlled by Suffolk Libraries while the 

latter is owned by Suffolk County Council but controlled by Suffolk Libraries. Both sets are 

processed under the legal basis of performing a contract. 
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3.5.1   PERSONAL DATA HELD 
The Suffolk Libraries will maintain an inventory of all the personal information that it holds 

and the reason for holding that data.  The inventory will be reviewed and updated at least 

annually, by the Compliance Manager. 

3.5.2   SECURITY OF PERSONAL DATA 
The need to ensure that data is kept securely means that precautions must be taken against 

physical loss or damage, and that both access and disclosure must be restricted. 

 

All staff are responsible for ensuring that: 

• Any personal data which they hold is kept securely; and 

• Personal information is not disclosed either orally, in writing, electronically or 

otherwise to any unauthorised person. 

 

Personal information must be: 

• If hard copy: 

o Not left lying around; 

o Kept in a locked filling cabinet or in a locked drawer; and 

o Disposed of as confidential waste. 

• If electronic: 

o Be password protected or kept only on portable media which is itself secure; 

o Be deleted in accordance with Suffolk Libraries retention periods and evidence 

of such deletion recorded to provide for necessary audit trails. 

 

Every electronic system that holds personal information must have a designated system 

manager or administrator who has overall responsibility for controlling access to and the 

information security of that system. 

 

All electronic data must be stored in accordance with the Information Security Policy. 

 

Further guidance is provided in the Acceptable IT Use Policy and advice on making personal 

data secure is provided by the IT Manager and the Compliance Manager. 

3.5.3   EXTERNAL DATA PROCESSING 
All external data processing carried out on behalf of the Suffolk Libraries shall comply with 

this policy.  All contracts with third-party providers, where the processing of personal data is 

required, shall include a requirement for the contractor to comply with the requirements of 

the DPA.  Where contractors are managing personal data on behalf of Suffolk Libraries, there 

shall be a requirement to monitor data security as part of the on-going contract management 

activity.  Any data breach must be reported to Suffolk Libraries’ Compliance Manager 

immediately, who will advise on the appropriate action to be taken in mitigation. 
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3.5.4 DATA TRANSFERS OUTSIDE THE EEA 
Personal data should only be shared with organisations outside the EEA (European Economic 

Area) if there is a contract to do so and the contract contains the model clauses approved by 

the European Commission and the Information Commissioner for adequate safeguarding of 

personal data transferred outside the EEA. 

3.6 SPECIAL CATEGORIES OF PERSONAL DATA 
Which may be thought of as highly personal or sensitive are defined in the DPA as information 

concerning an individual’s: 

• Racial or ethnic origin 

• Political opinions 

• Religious beliefs or other beliefs of a similar nature 

• Trade union membership 

• Physical or mental health or condition 

• Sex life or sexual orientation 

• Genetic and biometric data 

• Health 

 

Extra care must be taken when processing data of this type as additional requirements under 

the DPA must be met to ensure that the processing is legitimate and safe.  The advice of the 

Compliance Manager should be sought before any new processing of sensitive personal data 

commences. Outside staff records Suffolk Libraries would not routinely collect this type of 

information. 

 

There is also some personal information which is regarded as high risk and therefore a risk 

assessment should be carried out and additional security precautions should be 

implemented before processing such information.  The Compliance Manager can advise on 

suitable security measures.  High risk personal information includes, but is not limited to: 

 

• Personal bank account and other financial information; 

• National identifiers, such as national insurance numbers; 

• Personal information relating to vulnerable adults and children; 

• Detailed profiles of individuals; 

• Sensitive negotiations which could adversely affect individuals; and 

• Large numbers of records containing personal information. 

 

Apart from staff records Suffolk Libraries holds little personal data of this nature. The 

borrower data base holds basic information belonging to many individuals, including 

vulnerable people and children, but only age, gender, addresses and contact details which do 

not fall into the special categories as defined by the Act. 
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Suffolk Libraries does take debit and credit card payments via the website and processes the 

data using Worldpay  UK (Privacy statement https://online.worldpay.com/terms/privacy ) and 

payments in libraries using Square Up Europe devices. (Privacy statement 

https://squareup.com/help/gb/en/article/3796-privacy-and-security ). Suffolk Libraries 

complies with the Payment Card Industry Data Security Standard and our system is tested 

annually to ensure compliance. Suffolk Libraries does not retain any personal financial details. 

3.7 STAFF RECORDS AND THE MONITORING OF STAFF 
The Suffolk Libraries will comply with the ICO’s Employment Practices Code in relation to the 

processing of staff personal information.  This Code exemplifies good practice and strikes a 

balance between the legitimate expectations of workers that personal information about 

them will be handled properly and the legitimate interests of employers in deciding how best, 

within the law, to run their own business. 

In particular, staff monitoring should only be carried out in accordance with this code of 

practice. 

3.8 USE OF CCTV  
This is covered by a separate Suffolk Libraries’ Use of CCTV Policy. 

3.9 RECORDING OF TELEPHONE CALLS 
Individuals must be informed at the beginning of any call if the telephone call is being 

recorded in any format.  They must be advised what information is being recorded, the 

reasons for recording the information and whether the information will be shared with 

anyone else, and if so with whom. 

3.10 PUBLICATION OF PERSONAL DATA 
Personal data or any information from which individuals could be identified must not be 

made public unless there is a statutory requirement to do so. On occasion it may be 

appropriate to publish personal information with the individual’s consent.  However, in such 

cases staff must ensure that the consent is fully informed and freely given.  Staff must also be 
aware that it is possible to withdraw consent at any time and, if that happens, publication of 

the data must cease immediately. 

Placing any personal information on the web means it is outside the EEA and cannot be 

protected so it requires careful consideration and approval of the Compliance Manager. 

3.11 RETENTION AND DISPOSAL OF DATA 
It is the responsibility of individual holders of personal information to ensure that the 

information that they hold is kept accurate and up-to-date and is not held for any longer that 

is necessary for the purpose for which it was collected following the principles of the 

Management of Information Policy and the retention schedules. 

 

When the data is no longer required it must be disposed of safely.   

https://online.worldpay.com/terms/privacy
https://squareup.com/help/gb/en/article/3796-privacy-and-security
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3.12 DATA BREACH 
In the event of an actual or potential breach leading to the accidental or unlawful destruction, 

loss, alteration, unauthorised disclosure of, or access to personal data, the Compliance 

Manager must be informed immediately. They will then work with the IT Manager to contain 

the breach and undertake remedial action while preserving evidence. They will them assess 

the extent of the breach, the number of people affected by it and the potential harm to their 

rights. The Compliance Manager must determine if the ICO needs to be identified and 

whether the risk to individuals is sufficient that they need to be advised on protective 

measures to take. Each breach must to be reviewed and changes to procedures, systems or 

staff training made as appropriate. All breaches must be documented. 

4 ACCESS TO DATA AND DISCLOSURE 

4.1 RIGHTS OF DATA SUBJECTS 
Suffolk Libraries will ensure that the rights of people about whom information is held, can be 

fully exercised under the Act.  These include: 

• The right to be informed that processing is being undertaken and why so they can 

make informed consent; 

• The right of access to one’s personal information; 

• The right to restrict processing; and object to the processing; 

• The right to correct and rectify information which is regarded as incorrect; 

•       The right to erasure of personal data (right to be forgotten). 

 

Suffolk Libraries will issue Privacy Notices when personal data is to be processed (i.e. when 

they join the library and when they use the website) and adhere to the ICO’s code of practice 

on privacy notices. See Appendix 2. 

4.1.1 SUBJECT ACCESS 
If individuals do require to see their personal data, unless special arrangements already exist 

to allow them access to the data, they should be encouraged to complete a subject access 

request form, available on the intranet, and submit it to the Compliance Manager so that the 

request can be logged, managed and tracked.  It is important that all requests for personal 

information are passed to the Compliance Manager unless they fall into one of the special 

arrangement categories as there are legal requirements that must be met when dealing with 

these requests. 

 

Every effort must be made to identify information about or relating to an individual who has 

made the request. Nothing must be deleted. HR or the Compliance Manager will hand the 

information over once it has been reviewed as there are a few exemptions to this right, so any 
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concerns about releasing any information should be discussed with the Compliance Manager 

prior to release of the information. 

 

The procedure to follow when data access is requested, and the relevant forms are included 

in Appendix 3. 

4.1.2 SUBJECT CONSENT 
Individuals have to give consent for the processing of their personal information.  Staff must 

ensure that any consent given for the processing of personal information is fully informed (i.e. 

they understand what is needed, why and that it will not be shared with other organisations 

unless there is a legal requirement) and freely given and that individuals are aware that they 

may withdraw consent at any time and what the consequences would be if they withdrew 

their consent. 

 

Suffolk Libraries processes data on the basis of performing a contract with users, similarly for 

processing staff information.  

 

If it is deemed that the consent of individuals is necessary, staff should be aware that, in the 

case of sensitive personal data, individuals have to give explicit consent to the processing.   

4.2 EXTERNAL DISCLOSURE REQUESTS 
Requests from external organisations or third parties for personal information about 

individuals should be passed to the Compliance Manager for processing unless there is an up-

to-date information-sharing/data exchange agreement in place with that organisation or 

third party.  Under no circumstances should any personal information about any individual 

be handed over without the authority of the Compliance Manager or a designated substitute.  

Requesters must complete a request for personal information form. 

4.3 SHARING INFORMATION 

4.3.1 WITHIN SUFFOLK LIBRARIES 
Before sharing personal information internally, it is the responsibility of individual members 

of staff to ensure that they have the authority to do so and that the recipient is authorised to 

receive such information.  Failure to do so could lead to action under Suffolk Libraries’ 

disciplinary procedure (and, in exceptional circumstances, in criminal charges).  If there is any 

doubt individuals should seek the advice of their line manager or the Compliance Manager. 

4.3.2 EXTERNALLY 
There are occasions where personal information is shared with partners or outside 

organisations, such as the Suffolk Information Partnership. 
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An information-sharing/data exchange agreement must be drawn up to cover these instances.  
The agreement can either cover individual cases of information sharing or cover information 

sharing with a particular organisation or partner. 

 
Each agreement, as a minimum, must clearly state the information that will be shared, the 

purpose for sharing, the basis on which sharing is carried out and the responsibilities for 

handling and maintaining the personal data. 

 
Under exemptions in the DPA Suffolk Libraries may share information with the police and 

other agencies if needed to prevent or detect crime or illegal activity; or if there is good 

reason to believe there are serious risks to staff or public; or a child or vulnerable adult might 

be at risk. 

5 NEW DATA PROCESSING SYSTEMS AND SOFTWARE 
Anyone intending to purchase a new system, change an existing one that captures and stores 

personal data in its widest sense or plans a new service involving the use of personal data 

must complete a Data Protection Impact Assessment Screening Form to alert the Compliance 

Manager at the earliest opportunity. This allows the Compliance Manager to ensure that the 

provisions of the DPA are met regarding data protection by design, that any contracts include 

robust provisions for data security and GDPR compliance, and to decide whether a full Data 

Protection Impact Assessment is required before proceeding. 

6 GOVERNANCE AND REVIEW 
Responsibility for maintaining and updating this policy belongs to the Compliance Manager.  
This policy will be updated as necessary to reflect best practice in data management, security 

and control and to ensure compliance with any changes or amendments to the DPA. 

 
Responsibility for monitoring adherence to the policy belongs to the Chief Executive Officer. 

 

7 STATUS OF THIS POLICY 
Once this policy has been approved by the Board, all staff are expected to adhere to the 
policy; failure to do so may result in disciplinary proceedings.  Staff should note that 

unauthorised disclosure will usually be a disciplinary matter. 

 

If any member of staff considers that the policy has not been followed should raise the matter 
with the relevant line manager in the first instance who will notify the Compliance Manager. 

 

 


